From: Edinburgh College Freedom of Information

Sent: 23 January 2020 16:02 :
To: —

Subject: RE: Freedom of Information request - Policies

Dear

" Our Ref: 044/19

As of 1 October 2012, Edinburgh’s Telford College, Jewel & Esk College and Stevenson College
merged to create a single college called Edinburgh College.

We refer to your request for information dated 20 December 2019. The College has
considered your request as a request for information under sect1on 1 of the Freedom of
Information (Scotland) Act 2002 (“FOISA”).

044/19 (1): please can you send me a copy of the current subject access request acknowledgment
AND response letter that you use

Please find attached.
044/19 (2): a copy of the last 5 dpias completed

The College undertakes an initial DPIA screening questionnaite as part of the DPIA process. The
screening questionnaire enables our DPO to recommend whether the College is required to
undertake a full DPIA under data protection legislation.

Please find attached the documents relating to the last 5 completed DPIA screenings:

e Scholar Screening Questionnaire (did not progress to full DPIA)

e NHS Lothian IPC (full DPIA, forms 1, 2, 3 and 4)

e Hub for Success Screening Questionnaire {did not progress to full DPIA)
e EdenRed Screening Questionnaire {did not progress to full DPIA)

e  ECSA Screening Questionnaire {did not progress to full DPIA)

Please note, the documents contain some redactions where the following exemptions apply:

Section 38 (1) (b) of the FOI(S) Act 2002: Individuals could be identified by the redacted information
alongside other information that could be available, and this would therefore risk disclosure of
individuals” personal data.

Section 30 (c) of the FOI(S) Act 2002: Release of this information would substantially prejudice the
effective conduct of the College's business.

044/19 (3): a copy of any internal mandatory information governance training that you give to staff
which was written in the last 2 years including presentation slides and videos and any other media

The College uses Cylix’s Data Protection Essentials e-learning course:
https://www.cylix.co.uk/courses/data-protection-essentials

Staff induction training slides relating to data protection are attached.




' 044/19 (4): a copy of any instructions given to staff members to reduce data security breaches, for
example double checking work which was written in the last 5 years

GDPR Staff Postcard attached.

044/19 (5): a copy of any policies implemented in the last 2 years within the organisation to help
reduce the environmental impact that the organisation has?

The College’s Environmental Sustainability Strategy 2019-2024 is publicly available:
http://doc.edinburghcollege.ac.uk/welcome/govemance/eollege%ZOpubIicatiohs/sustainabilitv%ZOs

trategy.pdf

Edinburgh College is subject to the provisions of the Freedom of Information (Scotland) Act
(FOISA) 2002. If you are dissatisfied with this response, you may ask the college to review
this decision. To do this, please contact the Head of Communications, Policy and Research at
the postal address below or e-mail the Head of Communications, Policy and Research at
governance@edinburghcollege.ac.uk describing your original request and explaining your
grounds for dissatisfaction. (Please include in your review request, your name and home
address for correspondence).

You have 40 working days from receipt of this letter to submit a review request to:
Head of Communications, Policy and Research

4th Floor

Edinburgh College (Milton Road Campus)

24 Milton Road East

Edinburgh

EH15 2PP

When the review process has been compléted and if you are still dissatisfied, you may ask the
Scottish Information Commissioner to intervene.

The Commissioner’s online appeal service is available from their website:
www.itspublicknowledge.info/Appeal

The online appeal service is available 24/7 and offers you real time help and advice about your
appeal.

You must appeal to the Commissioner within six months of receiving the review decision.

You also have the right to appeal to the Court of Session on a point of law following a decision of the
Commissioner.

Regards



FOI Team







Dear xx xx,

We can confirm receipt of your request for a subject access request (SAR) under data protection Iaw
on XX/XxX/XXxX.

We will provide you with the requested information by XX XX XX.

Data subject rights and right to complain

If you are dissatisfied with the College's response to your subject access request, please let us know
so that we can address any concerns.

Further information on data subjects’ rights is available at:
hitp://www.edinburghcollege.ac.uk/Welcome/Governance/Privacy

If you are dissatisfied with the college’s response to your subject access request you may also
complain to the UK Information Commissioner’s Office. Information on how to do this is available at:
https://ico.org.uk/make-a-complaint/

Regards

Data Protection Team

Dear xx xx,

We can confirm receipt of your request for a subject access request (SAR) under data protection law
ON XX/XX/XXXX.

In order to verify your identity, in line with the College’s standard SAR process, could you please
email a scanned copy of photographic ID (driver’s licence, passport etc.) to the Data Protection
mailbox: DataProtection@edinburghcollege. ac.uk

Once the college has proof of ID we will begin undertaking the SAR for you.

Data subject rights and right to complain

If you are dissatisfied with the College’s response to your subject access request, please let us know ‘
so that we can address any concerns. '

Further information on data subjects’ rights is available at:
hitp://www.edinburghcollege.ac.uk/Welcome/Governance/Privacy

If you are dissatisfied with the college’s response to your subject access request you may also
complain to the UK Information Commissioner’s Office. Information on how to do this is available at:
https://ico.org.uk/make-a-complaint/ '

Regards

Daté Protection Team

Dear xx xX,




Thank you for your sending through your photographlc ID. We will provide you with the requested
information by xx/xx/xx.

Regards,
Data Protection Team.

Dear xx xx,
Please find attached a copy of xxx xxx .

This document is password protected. We will send the password in a separate email.

~Data subject’s rights and right to complain

If you are dissatisfied with the college’s response to your subject access request, please let us know
so that we can address any concerns.

Further information on your rights as a Data Subject is available at:
http://www.edinburghcollege.ac.uk/Welcome/Governance/Privacy

If you are dissatisfied with the college’s response to your subject access request you may also
complain to the UK Information Commissioner’s Office. Information on how to do this is available at:
https://ico.org.uk/make-a-complaint/

Regards
Data Protection Team

Dear xx xx,
Password: XxXxXxXxxxx

Regards
Data Protection Team



Data Protection Impact Assessment (DPIA) -
Questlonnalre template

Form 1: Initial Assessment

Screenmg

Title of project/new process: | Individual staff and student accounts for the online educational

resource (SCHOLAR) -

Key contact:

What stage is the project at: reltmmary stage

Please provide a summary description 1of the project/new process below; including:

o Categoties of personal data to be processed

e Categories of individuals whose personal data will be processed

e The purpose of the new process/project

o Any third parties who will be involved in supporting the project/new process

lecturlng staff’s College email addresses.

The purpose of the process is to allow staff, and their students, i

covering National 5, ngher and Advanced ngher courses.

processmg of data and the creation of online accounts.

- Staff and students of Edinburgh College. Currently 57 students, 2 lecturers and 1 College
administrator. It has the potential for all staff and students to be set up with individual accounts.

Details to be processed are names of individuals, students’ Scottlsh Candldate Numbers and

ndividual accounts for the online -

~ educational resource, SCHOLAR. SCHOLAR is an online platform that provides online, interactive
support material for teachers and students for a ranges of subjects W|th|n the SQA curriculum

The SCHOLAR team, based at Heriot Watt Umverstty, have administrative responSIbmty for the

1.Does the project/new process involve evaluation | Yes
or scoring, including profiling and predicting,
especially from aspects concerning an '
individual’s performance at work, economic
situation, health, personal preferences or
interests, reliability or behaviour, location or
movements?

The platform does allow students
to repeatedly practice, through

“activities, quizzes and tests, their

knowledge of the topics included in
its courses. So, lf undertaking
formative assessment such as
guizzes and tests, are included

! please read DPIA Form 1 guidance to assist in completing this




within ‘evaluation or scoring’ then

the answer should be ‘Yes'.

2.Does the project/new process involve automated

decision making that will have a legal or similar
significant-effect on individuals?

No

3.

Does the project/new. process involve
systematic monitoring of individuals in order to
observe, monitor or control individuals (e.g
monitoring of an employee’s
workstation/internet activity)?

No

If students have individual

~accounts then their assigned

lecturer can see their results to
quizzes, their answers to questions
posed in the online material and
their progress through the course.
If allowing their assigned lecturer
access to this information equates
to SCHOLAR monitoring students
then, yes, SCHOLAR is monitoring
individuals. However, | do not think
SCHOLAR would-be able to monitor
individuals use the resource
through the College’s generic
accounts...but | am not 100% sure
of this,

Does the project/new process involve the
systematic monitoring of a publically accessible
area (e.g. CCTV) . ‘

No

Does the project/new process involve the
processing of special categories of data or of
personal data relating to criminal convictions
and offences?

No

Does the project/new process involve the
processing of personal data on a large scale?

Yes

yes, the platform is open to all
College staff and students.
Currently though, there are only 57
students and 2 lecturing staff
enrolled with individual accounts
and there are no current plans to
automatically set up every lecturer
and student with their own
individual accounts. The process is
currently being based on a request
basis. The College also has access
to one student generic account and
one staff generic account that all

College staff and students have

automatic access to (individual

Does the project/new process involve the . -

" matching or combining of datasets of new

purposes and in a way that would not be
considered reasonable by an individual?

No

accounts need to be set up).

Does the project/new process involve the
processing of vulnerable individuals (e.g.

_individuals with additional support needs)?

Yes

The process is open to all College
staff and students




| Online resource but no new

9, Does the project/new process involve the use No
of a new technology? ' : technology is involved.

10. Does the project/new process interfere with an | No | do not think anything would
individual being able to exercise their rights, happen. For example, if a student
access a'service ot enter a contract? decided to not use the resource, it

would not result in their
'| withdrawal from their chosen -
| College course. '
11.Does the project/new process involve No '
contacting individuals in a way in which they
might find intrusive? _ .

12.Does the project/new process involve the Yes - Consent must be given by the
possible transfer of personal data outside of College for any data to leave the
the UK (including on back up servers)? EEA to a country not deemed by

' ' the EC to be able to provide
adequate data protection.

Name of individual completing form

Date completed 08.10.19
Date sent to the DPO 08.10.19
Date checked by the DPO 8,11.2019

DPO Comments

Further queries as detailed in my comments

1 above, Once further clarity received, | can assess

whether full DPIA required.

11.11.2019 - further answers and details

-provided. The data processing agreement does

require some answers from SCHOLAR provision
regarding use of sub-contractors. However, in
general this process does not meet the ‘high risk’
bar to carry out a full DPIA.

Is a DPIA recommended?

TBC once clarity/answers provided to queries
above. '
11.11.2019 — see comments above, full DPIA not

required.

Please send to Data Protection Officer (DPO) at DataProtection@edinburghcollege.ac.uk







Data Protection Impact Assessment (DPIA) - Screening
Questionnaire template

Form 1:'Initial Assessment

Title of project/new process: . | Interpersonal Counselling Training

Key contact:

What stage Is the project ati | Due to begin January

Please provide a summary description of the project/new process below, including:

o Categories of personal data to be processed

e Categories of individuals whose personal data will be processed

e The purpose of the new process/project

e Any third parties who will be Involved in supporting the pro]ect/qew process

The counselling team will be undergolng new training In the IPC model through the NHS. This will
involve a two day training session and then ongolng supervision fortnightly for three months and
then monthly for another three months, During this time we will be working with students through
the counselling service using the new short counselling model and collecting Information such as:

Postcode’

Date of birth

Gender

Ethnicity .

Summary sheet (IPC therapy data, anonymised)-
Distress scores (CORE 10, anonymised}

Functioning scores {Working Soclal Adjustment Scale, anonymised)
Audio data of focus groups with cllents (anonymised)
Audio data of focus group with staff {anonymised)
Attendance details

Client feedback and evaluation forms

¢ # o o o © © © ©° e o

The students who access our counselling service will be the people we collect data from and In line with our
current GDPR regulations already in place within the counseliing service we will be providing a privacy
statement and contracts.

_The purpose of the tralning Is to maximise the time of the counsellors and begin to wark more efficlently
within a short-term counselling model.

The training will be ran externally through the NHS and _who will be delivering the tralning,




1.Does the-project/new process Involve evaluation
or scoring, Including profiling and predicting,
especially from aspects concerning an
individual's performance at work, economic
sttuation, health, personal preferences or
interests, reliability or behaviour, location or
movements?

Clients are asked to fill out CORE10
monitoring forms at various stages -
during the counselling

2.Does the project/new process involve automated | No
decislon making that will have a legal or simiar-
significant effect on individuals?
3.Does the project/new process Involve systematic | No
monitoring of individuals In order to cbserve,
monitor or control individuals (e.g monitoring of
an employee’s workstation/internet activity)?
4.Does the project/new pracess involve the No
systematic monitoring of a publically accessible
area (e g. CCTV)
5.D0gs MeYes _| The project will be looking at areas _
p cessi in the client’s lives where thevare
P ata. relatlng to ¢riminal convictions and experiencing difficuities, such as -
offences? : grief, loss, transitions. We will be
working with the clients around
their symptoms of these difficulties
and how we can help them to
alieviate these. We will be focusing
on their support circles, so talking
about who they have In thelr lives
and who they can go to for
. support,
6. Does the project/new process Involve the Yes The personal data collected on
processing of personal data on a large scale? each client will be done weekly - a
’ duestionnaire will be cormpleted
every session, and these will be
stored in individual client files,
Aaeﬁymmednetesamkept—enall
ekeﬁ%s—peﬁaimngt&tep;es
GGVEFeé-éHHHg—SQSSFGﬂs-—GlSG
7. Does the project/new process involve the No
matching or combining of datasets of new
purposes and In a way that would not be
considered reasonable by an individuai?
8. Does the project/new process involve the Yes The counselling service works with

_ processing of vulnerable individuals {e.g.
" individuals with additional support needs)?

a wide range of vulnerable
{ndividuals weekly — some with
additional support needs




9. Does the project/new process involve the use No
of a new technology?

10. Does the project/new process interfere withan | No
individual being ablé to exercise their rights,
access a service or enter a contract?

11.Does the project/new process involve ' No
contacting individuals in a way in which they
might find intrusive?

12.Does the project/new process involve the No
possible transfer of personal data outside of
the UK.or European Union (Including on back
up servers)?

Name of individual completing form

Date completed 11/12/18

Date sent to the DPO 11/12/18

Date checked by the DPO : 14/2/2018

DPO Comments Due to the nature of the processing, aspeclally as

special category (sensitive) data is involved, it is
reconunended that a full DPIA is carried out to
ensure all appropriate controls are in place.

Is a DPIA recommended?‘ ’ : Yes

please send to Data Protection Officer (DPO) at DataProtection@edinburgheollege.ac.uk







Data Protection Impact Assessment (DPIA)
Proposed data processing activities

Form 2: Description of the envisaged procéssing operations
and the purposes for processing

Title of project/new process: , ‘ '
: Interpersonal Counselling IPC

Key Contact: '
' NHS Lothian

contact)

B ond [

College Contact ~

What stage is the project at: o Staff trained — Beginning to work within the
: model ‘ ‘

Please provide a description of the project/new process below,
including the scope of the project, context and purpose:

Interpersonal Counselling (IPC) is a brief version of Interpersonal Psychotherapy (IPT).
IPC has been found to be effective in the treatment of mild to moderate depression in a
number of international studies with different client groups. IPG is a time limited, brief,
person~centréd, six session model designed for the management of distress due to
common mental health difficulties (such as depression and anxiety). However, it is ot
directed at the management of any one specific diagnosis, rather it focuses on the
interpetsonal context of the individual's symptoms of distress. |PC focuses on the 'here ‘
and now' problems in the context of the person's interpersonal relationships. The College
staff in the Learning Support and Wellbeing team have received training on the IPC
model from NHS Lothian and have used this model on students displaying signs of
distress. NHS Lothian want to research the effectiveness of the IPC Model and whether
this is a more effective treatment approach for individuals with-mild to medium '
depression/anxiety symptoms. ' :

 —




Please identify the categories of personal data that will be processed,

“the recipients and retention period below:

Postcode'

Members of SE
staff who are
trained to deliver
the model|
(Trained IPC
Team). The
College is working
with NHS-Lothian
who train SE staff
to deliver IPC—
initially with a
small cohort of

"about ] College

students

| identified as likely

to benefit from

NHS Lothian

{7 members of
college staff)

this model of
support via self or
staff referral. :
Sex Trained IPC Team | NHS Lothian 5 years
(7 members) ‘
Age Trained IPC Team | NHS Lothian 5 years
(7 members)
Living situation Trained IPC Team | NHS Lothian 5 years
{7 members) ‘
Marital status Trained IPC Team | NHS Lothian 5 years
- (7 members) ' .
Level of education Trained IPC Team | NHS Lothian 5 years
‘ (7 members) o
Occupation Trained IPC Team | NHS Lothian 5 years
’ (7 members)
| Medication Trained IPC Team | NHS Lothian 5 years
: {7 members) ‘
Ethnicity Trained IPC Team | NHS Lothian 5 years
: (7 members) A ‘ ‘
Date Of Birth. Trained IPC Team | NHS Lothian 5 years

L For guidance on personal data categories, please see DPIA Guidance,



Please provide a func:tionalv description of the project/new processing
operation below:

IPC focuses on ‘here and now’ problems in the realm of the interpersonal life of the

individuals- grief, marital, family and other relational disputes, changes in life as well as

loneliness and isolation. It is individual treatment but can be adapted to include family
“members. ’

IPC is rooted in understanding the relationship between the patient’s symptoms of ‘
distress and current social problems. The care provider emphasises that these life
situations have meaning to the patlent [PC is a collaborative exercnse between patient
and care prowder

IPC is tlme limited. The duration and intensity of IPC sessions will depend upon available
resources and settings, IPC is usually delivered in six sessions over.6-8 weeks. College
staff. members will be trained by NHS Lothian to deliver the model. Students will then self-
refer or be referred by staff." :

Please |dent|fy the assets on which the personal data will rely (mcludmg
hardware, software, networks, people, hard copy) below:

Collection of data By the IPC trained Paper copies of none

: staff member - - | everything will be kept
{counsellors/wellbeing
advisor/LDTs). Clients
will fill out the Patient
Health Questionnaire
weekly (PHQ-9) There .
is no separate Privacy
Notice for this specific
IPC Model and the
sharing that occurs.
The general
Counselling Privacy
| Notice was provided
to any clients who
used the service.

Access to data Only the person - | They will be kept none

working with the locked in a filing
student will have cabinet, only they

direct access to their | have access to
files '




‘Sharing/ transfer of
data

This will be done at
our supervision
groups (monthly and
then bi-weekly), we
will give copies of the
collected data to the
NHS IPC Programme
Leader & supervisor
at the
end of the 6 sessions
to evaluate the
Project. ‘

This will be done
manually — paper
copies of everything

none .

Retention/ storage
of data

This will be done
manually with the
paper copies

Filing cabinets none

Destruction of datq

After 5years the client
files will be shredded

Paper shredder none

Please identify any relevant codes of conduct for data processing below and describe how
the processing will ensure compliance with the codes of conduct:

All the information we collect during the course of the service development will be kept -
confidential. There are strict laws which safeguard the clients’ privacy at every stage.
Anonymised client information will be kept for 5 years, adhering to data protection
guidelines. We will need access to the clients’ mental and physical health records with

_their consent. Data and questionnaires will be anonymised; and computer files will be
password protected. Paper files will be kept in a locked filing cabinet in a locked office.

. All the information that is collected about the client will be kept confidential within the
Service. If we think the clients’ safety or the safety of those around the client is at risk, we
may need to speak to other professionals during their involvement in the service
development. We have in place a system of reporting to the GP, if we think that a patient
is at risk of harm (to self or others) or there are child protection issues.

Name of individual completing form

21/2/19

Date completed
Date sent to DPO 21/2/2019
Date checked by the DPO: 25/3/2019

DPO Comments

Please see comments at various points
above. 10 year retention is excessive and is
not detailed in the privacy notice. Sharing
data with 3" parties is not detailed in the
PN either. Please provide further detail and
justification as to why data needs to be
shared, and why it has to be held for an
excessive amount of time, The personal




data collected is unlikely anonymised due
to the level of detail collected.

UPDATE.FOLLOWING REVISION BY

(23/8/2019):

Further detail provided and agreement
over the sharing of data. DSA is in process
of being finalised and this DPIA will be
attached to the DSA. The sharing will occur
a one off instance as currently the
Counselling Service at the College is
changed due to resources issues. [f the
College starts running the IPC model again,
then the DSA etc will be revised to reflect
this.

Please send completed'for to the Data Protection Officer (DPO) at
DataProtection@edinburghcollege,ac.uk







Data Protection Impact Assessment (DPIA)

Necessity and proportionality assessment ,
" Form 3: An assessment of the necessity and proportionality of the processing

Title of project/new process: ' Interpersonal counselling

Key Contact: NHS Lothian)
‘ ' o | (College)
What stage is the project at: Staff trained, beginning to work within

‘ ‘ ‘ “model

Please identify how the project/new process will comply with the data protection
. . b I . ) ' X .

a) What Is the legal basis Post 16 Education (Scotland) Act 2013 contains the '

for processing? ' requirement for the duty of care the college has to their
students. Therefore, the college was providing a .
counselling service to students,

The Counselling Services Privacy Notice states:

The equalities and diversity forms are used for purposes
of monitoring equality and diversity and meeting
statutory obligations under the Equalities Act 2010. You
are under no obligation to complete this form. It’s
important to note that the information is kept
‘anonymised and used to monitor the counselling services
and to meet the statutory duties under the Equalities Act.
For this information the condition for processing is— -
processing is necessary for compliance with a legal
obligation to which the controller is subject (Article 6(1)(c)
GDPR)

The counsellors adhere to the British Association for.
“Counselling and Psychotherapy Ethical Framework. This is
available on the BACP website at www.bacp.co.uk

Under data protection, the legal basis for processing this
- personal information is: Schedule 1 Part 2 (17) Counselling
‘under the Data Protection Act (DPA) 2018,
http://www.legislation.gov.uk/ukpga/2018/12/schedule/1

1For more information on légal basis see DPIA Guidance




For the sharing of the IPC data to NHS Lothian, as this is_
medical research and meets the DPA Section 19 '
requirements, the lawful basis for sharing is Schedule 2
Part 6 Research exemption. '

b)

,»a)

If you are relying on

consent for processing,
how will you collect

and record this .
consent? What will you .
do if the consent is

withdrawn?

We will have consent forms the students will sign, if
consent is not given or withdrawn we will not continue
with the sessions. Students who don’t wish to consent to
taking up support via the IPC Model will be supported by
the College Wellbeing Service rather than within this
Project. B :

Consent not applicable in this case as it does not meet
Article 7 requirements. So any further processing in this -
way will need to revise the privacy notice and not provide
students with consent forms that will not meet DP
requirements .

What are the specific To evaluate how effective IPC is in dealing with distress.
purposes for NHS IPC Project Lead will evaluate the data collected
processing? during the Project, patient profiling and assessing the
effectiveness of the model using not just College datasets
but the research involves other parties who will share to
enable NHS Lothian to assess whether the IPC model is an
effective treatment for individuals with mild to moderate
depression/anxiety '
b) Are the purposes for No
processing likely to
expand/change as the
project develops? .
c) Isitlikely that the data | No, we will not allow the data to be used for any new

will be processed for
new purposes in future?

purposes,

a) How will you ensure that | We will be sticking to the Prospect Model guidelines and
only the data that is also only filling out the necessary paperwork —e.g. PH9
necessaty for the Questionnaire and WCAS form. :
purposes willbe
processed and no
excessive data will be
collected.or processed?

b) How will you ensure As per answer above,

that enough data to
fulfil the purposes is
processed?




a) Do you consider the data
to be reliable, accurate
and trusted? Are there
are any concerns about
data quality?

The data comes dlrecfly from theicllie,nté 50 we trust in )
their honesty, and we can only go by what they tell us

b) How will you ensure
" that the data is kept up-
to-date and is accurate?

We will-collect data weekly with the PHQ-9 forms, (Patient
Health Questionnaire forms) which asks participants
about their mood changes on a weekly basis.

c) How will you inform
"~ partners when data is to
be updated?

a) Have you identified
what retention periods
will apply to the data?

We don’t share this information weekly. This is a one off
share.

5 years

|'b) How will you ensure
that data is not kept
longer than necessary?

-a) How will you ensure
that only those
individuals who should
have access to the data
can access the data?

We will include it into our procedures that the data is to
be shredded once the 5-year date has been reached

The data will be kept in lockable cabinets that only we.
have access to.

b) Doyou intend to share
the data with any third
parties? If yes, who
with?

Yes — with NHS Lothian - docs will be transferred in a
secure case, -’ ) ’

c) Will you be required to
transfer the data
outside of the UK? If
yes, where?

No

Please identify how the project/new process will ensure the rights of data subjects: 7

| a) How will you tell individuals about the
use of thelr personal data?

We will explain this to them but also give them
a consent form and privacy notice

Coundelling Service Privacy Notice provided,
also provided with document explaining IPC
Model and that NHS Lothian want to research
effectiveness of the Model

b} Does an exemption apply to this right? If
es, what exemption applies?

No




a) How will you ensure that the data can
be accessed and copied on receipt of a
data subject access request?’

It will be kept in the office and in a specific
‘cabinet where we will have ready access
and any SARs recognised and passed to DP
Team.

b) Does an exemption apply to this right?

If yes, what exemption applies?
lotifizla]

How will you ensure that the data can

be retrieved in a easily reusable

format so that it can be transferred to

another organisation/service?

a)

No

All data will be képt in papér"f(;r’r‘hw o

b) Does an exemption apply to this
right? If yes, what exemption applies?

| No

right? If yes, what exemption
_applies? '

How will you ensure that the data can
be restricted/not further processed
following a request?

a)

a) How will you ensure that the data can | Again all data will be in paper form which
be amended and/or deleted following | could be amended or deleted on request -
a data subject request? : ' o
b) Does an exemption apply to this No

Open access policy for clients to refuse their
data being stored, and/or destroyed.

b) Does an exemption apply to this

No

right? If yes, what exemption applies?

Please identify any third parties that will process personal data on the College’s

NHS Lothian (not data | PHQ-9 Forms
processors but data

controllers)

hehalf, in relation to this new project/process:

NHS has in place
Caldicott Guardians
and various
stringent policies
and procedures in

| relation to personal
and special category
data to ensure the
privacy rights of
individuals are met.

Edinburgh




Please identify the controls in place to manage-any data to be processed outside of

Wk'n / a ‘ : n/a

e lie: s

Please provide any additional comments below:

Name of individual completing the form

Date completed 21/2/19
Date sentto DPO 21/2/2019
Date checked by DPO 125/3/2019

DPO Coimments

Further details and discussions are needed
Query whether NHS Lothian are Processors
or controllers. There needs to be discussion
on retention as 10 years seems excesswe to
hold student data that long.

FURTHER UPDATE FOLLOWlNG
‘ REVISIONS

(23/08/2019h ‘
The DPIA has been revised followmg further
discussions regarding the sharing of data
with NHS Lothian; This will be a one off
share due to resourcing difficulties at the
College. A DSA has been drafted and the
completed DPIA will be attached. This is
now low (rather than high) risk processing
as the sharing only involves
subjects. If this changes and the IPC model
is delivered permanently at the College
thenthis will be reviewed - both DSAand
DPIA.

Please send the completed form to the Data Protection Officer (DPO) at

DataProtection@edinburghcollege.ac.uk
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Data P_rotectioh Impact Assessment (DPIA) - Screening |
Questionnaire template - ,

Form 1: Initial Assessment

Title of project/new process: Edinburgh College / Hub for Success Data Sharing
Key contact: 1L
‘| What stage is the project at: | Planning

Please provide a summaky description *of the project/new process below, including:

o Categories of personal data to be processed .

o Categories of individuals whose personal data will be processed

e The purpose of the new process/project

o  Any third parties who will be involved in supportinhg the project/new process

The Hub for Success has requested that partner institutions provide data on the numbers of care
experienced students beginning courses, and proportions progressing/graduating/withdrawing
each year, We also request detall on the breakdown of these numbers, by the following categories:

o How many students declared care experience and what are the numbers
who declare different types of care?
o What are the numbers of care expenenced students from dlfferent age
bands and genders’7
o What number of care experienced students also declared a disability?
o What are the broad subject breakdowns of the numbers of care experienced
: students?
The purpose of collecting these statistics is to create a larger dataset than each institution
can create themselves, to analyse trends and discuss outreach/retention werk that could
be undertaken by the partnership to address underrepresentation, improve Corporate
Parenting practices, and ensure that all care experienced students and potential students
can benefit from equal access to educational opportunities.

1.Does the project/new process involve evaluation | No
1 orscoring, including profiling and predicting,
especially from aspects concerning an
individual’s performance at work, economic
situation, health, personal preferences or

1 please read DPIA Form 1 guidance to assist in completing this




interests, rellablhty or behawour Iocatron or
movements?

2.Does the project/new process involve automated | No

decision making that will have a legal or similar
significant effect on individuals?

3. Does the project/new process involve No
systematic monitoring of individuals in order to
observe, monitor or control individuals (e. 8
monitoring of an employee’s
workstation/internet activity)?

4, Does the project/new process involve the No
systematic monitoring of a publically accessible '
area (e.g. CCTV)

5. Does the project/new process involve the Yes ' In a strictly limited way: overall
processing of special categories of data or of numbers of care experienced
personal data relating to criminal conV|ct|ons students who also declare a
and offences? disability, will be collected and

shared.

6. Does the project/new process involve the No
processing of personal data on a large scale?

7. Does the project/new process involve the No
matching or combining of datasets of new
purposes and in a way that would not be
considered reasonable by an individual? - ,

8. Does the project/new process involve the Yes The project involves gathering
processing of vulnerable individuals (e.g. overall numbers of care
individuals with additional support needs)? experienced students at the

college, and then providing
breakdowns for this data by
gender, age, subject area, dlsabmty
status, and type of care
experience, None of this will be
linked to any other dataset or
gatherered alongside
names/DOBs/contact details etc.

9. Does the project/new process involve the use | No ‘ :
of a new technology?

10.Does the project/new process interfere withan | No
individual being able to exercise their rights,
access a service of enter a contract?

11.Does the project/new process involve No
contacting individuals in a way in which they
might find intrusive?

12.Does the project/new process invaolve the

possible transfer of personal data outside of
the UK {including on back up servers)?

No

Name of individual completing form

Date completed

Date sent to the DPO




Date checked by the DPO

18/10/2019

DPO Comments

This appears to be statistical information only to
be shared for this purpose. Therefore-as long as
this is the case and no identifiable information
will be shared, then there is no need for a full
DPIA. If this position changes, then there should
be a revision of this document and assessment

whether a full DPIA is required.

Is a DPIA recommended?

No

Please send to Data Protection Officer (DPO) at DataProtection@edinburghcolIege.aé.uk







Data Protection Impact Assessment (DPIA) Screening

Questionnaire template
Form 1: Initial Assessment

Title of project/new process: | Edenred Portal
Key contact: '

What stage is the project at: | Initiation

Please provude a summary descrlptlon 1of the project/new process below, mcludmg ‘

©

. e

©

Categories of personal data to be processed

Categories of individuals whose personal data will be processed

The purpose of the new process/pro Ject '
Any thll‘d parties who will be involved in supporting the prOJECt/neW process.

Categoties of personal data:
- First Name |
- Last Name
- Work Emall
- Ppayroll ID
All College Staff
The College is looking to develop'an employee benefits portal. Edenred will set up a portal,
which will include childcare vouchers, an employee savmgs package and-our current staff
benefits so that they are all in one place. :
IT department, Payroll department
Edenred — third party supplier

1.Does the project/new process involve evaluation | No
or scoring, including profiling and predicting,
especially from aspects concerhing an
individual’s performance at work, economic
situation, health, personal preferences or
interests, reliability or behaviour, location or-
movements?

2.Does the project/new process involve automated: | No
decision making that will have a legal or similar
significant éffect on individuals?

3. Does the project/new process involve No
_systematic monitoring of individuals in order-to
observe, monitor or control individuals (e g
monitoring of an employee’s

workstation/internet activity)?

1 please read DPIA Form 1 guidance to assist in completing this -




4. Does the project/new process involve the
systematic monitoring of a publicly accessible
area (e.g. CCTV)"

No

5. Does the project/new process involve the
‘processing of special categories of data or of
personal data relating to criminal convictions
and offences?

No

No. There will be no information
on health, or racial/ethnic origin

6. Does the project/new process involve the
processing of personal data on a large scale?

‘Yés

It is for all current staff (as of
October 2019 the College had 1217
members.of staff)

7. Does the project/new process involve the
matching or combining of datasets of new
purposes and in a way that would not be

_considered reasonable by an individual?

No

8. Does the project/new process involve the
processing of vulnerable individuals (e.g, -
“individuals with additional support needs)?

No

9. Does the project/new process involve the use
of a new technology?

Yes

Edenred are creating a staff
benefits portal for us

10. Does the project/new process interfere with an
individual being able to exercise their rights,
access a service or enter a contract?

No

11.Does the project/new process involve
~ contacting individuals in a way in Wh!Ch they
might find intrusive?

No

Staff will have the option to opt
into a regular newsletter once they
have the access to the portal.

Staff will always have the choice to
be taken off mailing lists.

12.Does the bproject/new process involve the
possible transfer of personal data outside of

No

the UK (including on back up servers)?

Name of individual completing form

Date completed

23/10/2019

Date sent to the DPO

24" October 2019

Date checked by the DPO

6" December 2019/9% December 2019

DPO Comments .

3" party involvement is also Edenred. This should
be reflected in the summary section on page 1.
Have added reference to them being 3 party
suppliers.

Q5 answer — so no information on health, or
racial/ethnic origin etc? So no special category
data whatsoever (see guidance note)

Q6 answer— how many individuals? 1217 staff

Is a DPIA recommended?

To confirm following answers to above. However
unlikely full DPIA required.

Update — not high risk, partly due to purpose etc
but also following malware incident, clear that
Edenred has appropriate procedures in place to
protect client data




Please send to Data Protection Officer (DPO) at DataProtection@edinburghcollege.ac.uk.







Data Protection impact Assessment {DPIA) -
Screening Questionnaire template

For 1t Inltlal Assessment

Title of project/new process: | ECSA Data Sharing

-1 Key contact)
What stage s the project at; .

" please provide a summary description 1afthe project/new pracess helow, Including!

o+ Categorles of personal data to be processed

o Categorles of Individuals whose personaf data will be processed

o The purpose of the new process/project .
o Any third parties who will be Involved In supporting the project/new process

The project involves the automated traﬁsferj of student data from the college’s
systems to the ECSA ystem, Edinburgh College will provide ECSA with student personal data
to enable It to communleate with and provide services to its members. :

This transfer will Include personal data {name, contact detalls, student number), but will not
Include speclal category data. Also included will be course Infarmation for each student. List of all
data Is Included in answer to questlon 6. : '

The alm of the automated transfer Is to ensure that data held Is accurate and up to date, as well as
maldng the transfer of data more secure by eliminating human factors, No third-parties will be
[nvolved In the project, and no data will be transferred outside of college systems.

1.Does the project/new process involve evaluation | No
or scorlng, Including profiling and predicting,
especially from aspects concerning an
Individual's performance at work, aconomic
situatlon, health, personal preferences or
Interests, rellabllity or behavlour, location or
movements?

2.Does the project/news process Involve automated | No
decision making that will have a legal or simllar
significant effect on Individuals?

3, Does the project/new process Involve . Ne
systematic monftoring of Individuals In order ta
observe, monltor or contral Indlviduals (e.g .
monltoring of an employee’s :
workstatlon/internet activity}?

Does the project/new process Invalve the . No
systematic monitoring of a publically accessible

4

area (8,1, CCTV)
. .

* please read DPIA Form 1 guldance to asslst In completing this




;

Malling list signups for Information”

5. Does the project/new process involve the No
. processing of speclal categorles of data of of on equalities groups, l.e. disabled,
_ personal data relating to criminal convictions women, LGBT, and black students, |
and offences? are voluntarily collected from
students during registration
events, but not information on
sexual orlentation, race or ethnlc
origin, or health data In relatlon to
disabllities,
For context, the form s here:
o https://ecsa.scot/welcome
6. Does the project/new process involve the Yes personally Identifiable data
processing of personal data ona large scale? o Firstname
' s lastname
& Student number
& Student emall address
s Currlculum Informatlon
o Academic centre
o Curricutum area
o Campus
o Course title
o Course code
o Qualification type
o Modeof '
. ‘ attendance
o Date of birth
‘ o Gender
' “o. Home postcade
s Date of withdrawal
would be transferred en masse,
and, If the student has given
consent for the College Yo share:
o Personal emall address
o Mobile phone number
All enrolied students, so hetween’
. 10,000 and 23,000 records
7. Does the project/new process lnvolve the Ne
matching or combining of datasets of new
purposes and In a way that would not be
considered reasonable by an individual? .
8, Does the project/new process involve the Yes While the process Is not specific to T
processing of vulnerable Individuals (e.g: vulherable Individuals, their data
indlviduals with additional support needs)? would ba part of the transfer
9, Does the project/new process Involve the use No
of a new technology?
10. Does the project/hew process Interfere with an | No

Indlvidual Belng able to exerclse thelr rights,
access a service or enter a contract? -

’




11,Does the project/new process involve No
contacting Individuals in a way In which they
might find intrusive?

~12.Does the project/new process involve the No

passible transfer of personal data outside of

the UK {Including on back up servers)?

Name of Individual completing farm
1 Date completed ]

1 ne 2019

18" jupe 2019

Date sent to the DPO
Data cliecked by the DPO

31 October 2019, Further review 4 Dacember
2019

PPO Comitnents

Requlre further clarlty on data Involved,

4 Decamber 20181 There isa cons!derab!e
volume of individuals data which will be shared,
However, it Is clear that this pracess wifl actually
make the sharing more secure and therefore
reduce the risks, It ls clear that the lssues have
been cansidered and ECSA have worked with
callege colleagues to put measures in place to
improve the sharing of data making it more ‘
secure.

fs a DPIA recommanded?

TBC once clarlty provided on some aspects as
detalled above,

4 Pecamber 2019: Sea above comments, As this

s proposal Is actually reducing tl 1sks, it is
considered that a full DPIA will not be necassary

I

please send to Data Protection Officer (DPO) at DataProtection@ edinburghcoliege,ac.uk v
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